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Phase III: Conduct a Church Ministry & Operations Risk Assessment
Identify natural and man-made disasters that could interrupt or impede church ministries or operations. Weigh the potential loss of critical church assets, resources and ministry due to a disaster, against the cost of taking protective measures to reduce the threats or risks to which they are exposed.
The following diagram shows the relationship between the probabilities of an event happening versus the impact of the event:
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Many times the senior church leadership and information technology believe they know what ministries, operations, information, systems, and personnel are critical to the overall church. The most accurate assessment of an asset thought to be “critical” is gained by asking users, pastoral staff and volunteer ministry leaders in a church. A critical asset is an asset that supports church security, finances and the church’s ability to continue with ministry and operations if a disaster occurs. Some examples of critical assets are information systems, data, facilities, equipment, staff, and volunteers.
The purpose of the Church Ministry & Operations Risk Assessment phase is to solicit information about critical assets and identify the threats or risks to which they are exposed. There are no hard and fast rules for determining what is or is not a critical asset. In general, the more ministry and operation goals an asset supports—and the more significant those are, the more important it is. It may help to rank the critical assets you identify in order of importance to assist you in allocating time and resources to them.

Step 1: Identify ministries, processes, and assets critical to survival and recovery.
Determine how your church will be affected if any ministry function, process, or asset is made unavailable by a disaster, for any period of time. Establish a basis for setting recovery priorities, determining minimum ministry and operations requirements, and selecting appropriate recovery strategies.

Church Impact Study data can be collected in three different ways: (1) questionnaire/surveys, (2) individual interviews, and (3) group interviews. Whatever method(s) is chosen, make sure to use clear, standardized collection criteria. Interviews and surveys should be neutral and participants should be encouraged to provide as much information as they can. Be sure to carefully identify the information you will need to gather before requesting time from church staff and volunteer ministry leaders; many people respond to only one request for information. You will likely need to follow up with some staff and volunteers to obtain requested information.
Take Action
Step 1.1: Ask all ministry leaders to participate in a roundtable discussion to identify their areas of concern within the church. Critical ministries, processes, and associated assets must be identified and prioritized. Remember, associated assets support security, finances, and the church’s ability to continue with ministry and operations if a disaster occurs (e.g., information systems, data, facilities, equipment, staff, and volunteers). Use Form C1.1 to document and prioritize areas of concern critical to church survival and recovery.
Step 1.2: Determine how your church will be impacted if any of the areas critical to church survival and recovery, identified and prioritized in Step 1.1 above, are made unavailable by a disaster. Use Form C1.2 to complete this exercise.
Form C1.1
Ministries, Processes, and Assets Critical to Church Survival
Ask all ministry leaders to participate in a roundtable discussion to identify their areas of concern (e.g., information systems, data, facilities, equipment, and staff). Once areas of concern have been identified, prioritize each concern to reflect how critical it is to the survival and recovery of the church using a scale of 1 to 3 (where 3 = high, 2 = medium, and 1 = low).
Priority

Ministry, Process, or Asset
Form C1.2
Impact of Unavailable Critical Areas
Based on areas critical to church survival and recovery (identified and prioritized in Step 1.1 of this phase), determine how your church will be impacted if any of these areas are made unavailable by a disaster.
1. For each critical area, identify how your church would be affected if that area is made unavailable by a disaster, for any period of time.
Critical Area
Affect on Church if Unavailable
2. How quickly must each area critical to church survival and recovery be recovered before significant or unacceptable losses occur?

Critical Area
How Quickly Must Area Be Recovered
3. What are the interdependencies among different critical areas?

Critical Areas (2 or more)
Interdependencies
4. Prioritize critical areas (e.g., information systems, data, facilities, equipment, and staff) that need to be recovered after a potential disaster using a scale of 1 to 3 (where 3 = high concern, 2 = medium concern, and 1 = low concern). *NOTE: MTD, RTO, and Order of Recovery are used in Phase III, Step 3.
Critical Area
Concern
MTD*
RTO*
Order of Recovery*
Step 2: Understand probabilities and collateral effects of threats and hazards.
The purpose of understanding probabilities and collateral effects is to determine the threats and hazards to which your church is most vulnerable and susceptible. By determining those threats and hazards prior to developing the COMOP, your plan will be realistic.
A good place to look for information regarding potential threats and hazards is your local Office of Emergency Management. This office can provide a history of disasters in your community, the location of flood plains, frequency of tornadoes, and more. The local library may also provide some insight on local disasters.

You should also look at disasters and emergencies that have occurred in your community (e.g., tornadoes, wind storms, severe winter weather, heavy rains, flooding, forest fires, utility interruptions, transportation accidents, industrial accidents, volcanic activity, landslides, etc.). Consider the geographic location of the site to flood plains, nuclear power plants, heavy forests, major transportation routes, and neighboring sites which might be hazardous. Look into past emergency events which have occurred at your church. Consider technological problems that could occur—due to problems at the church, such as heating and cooling systems, power failure, and more. Consider the construction of buildings on the church campus. Do the buildings pose any hazards such as faulty wiring, stress fractures, inoperable fire suppression equipment, and the like?
Take Action
Step 2.1: To understand probabilities for disaster in your community, and the collateral effects of these threats, obtain information from insurance companies, local weather service, law enforcement agencies, and other sources (including web searches). Review risk and exposure information based on actuarial data (i.e. the statistical calculation of risk for insurance purposes). This should include any available statistical data.
A great source of information about the natural and technological threats in your geographic area is hazard identification and vulnerability analysis (HIVAs). Hazard identification is the systematic use of all available information to determine the types of disasters that might affect a geographic area, the frequency with which these disasters can occur, and the potential magnitude of their consequences. Vulnerability analysis is a process used to determine the impact these disasters and their collateral effects may have on a church or organization.
Many counties post their HIVA on the Internet. Type “hazard identification and vulnerability analysis” followed by your county and state in your online search engine to see if an HIVA for your area is available online. You can also contact your local Office of Emergency Management to ask if an HIVA is available for your area.
Step 2.2: Use Form C2.2 on the next page or in the Phase III Resource Index in the back of this document to document and examine potential risks to the church. List any possible threats or hazards the church may face under the first column “Threats and Hazards.” Add additional risks not reflected and cross-off risks not possible (e.g., “onsite hazardous materials” incident). Using a scale of 1 to 3, estimate the “Probability” of each listed threat and hazard where 3 = likely or high probability; 2 = maybe or average probability; and 1 = unlikely or low probability.

In the next five columns labeled, “Property Impact,” “Staff Impact,” “Parishioner Impact,” “Outreach Impact,” and “Economic Impact” use a 1 to 3 scale to estimate the possible impact of each hazard on property, staff, parishioner, community, and church. Use a worse case scenario to estimate the probable impact:

3 = High Impact. Loss of staff employment; and/or loss of life; and/or loss of outreach ministries; and/or loss of part or all of congregation; and/or destruction of property and church.

2 = Moderate Impact. Loss of staff wages; and/or involves serious bodily injury; and/or brief interruption to one or more ministries; and/or direct impact on part or all of congregation; and/or moderate property damage.

1 = Low Impact. Loss of staff productivity minimal; and/or minor cut and scrape injuries; and/or minimal to no impact on ministries; and/or little inconvenience to congregation; and/or slight property damage.

After factoring all five areas of impact, total the row for each threat and hazard. Using the totals, prioritize the hazards to determine which hazards to plan for first. Depending on the needs and resources of the church, complete the low priorities as and when possible, or not at all

Form c2.2

Threat and Hazard Analysis Worksheet
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To download this Microsoft Excel template, visit www.hopebeginshere.org and click on “Church Preparedness” and then “Templates & Resources” and look for file entitled, “Threat and Hazard Analysis Worksheet.

Step 3: Determine risk reduction and mitigation strategies.
With high probability threats in view, your church must determine the acceptable risk level to critical ministries, processes, and church assets identified in Phase III, Step 1. In essence, you need to determine the recovery time objective or maximum tolerable downtime for each ministry, process, and asset.
· Maximum Tolerable Downtime (MTD): Is the longest period of time a church ministry or operation process can remain inoperable before it loses its capability to fully recover or before it severely impacts the overall church. This could include lost ministry opportunities, offerings, fines, negligence suits, breach of contract suits, significant drops in attendance, and more.

· Recovery Time Objective (RTO): Is the time starting from when a disaster occurs until an impacted church ministry or operation must become available again. Keep in mind that some church activities are date-critical; therefore, their importance will vary during the calendar year. An example of such a date-critical system is a financial system at the close of a fiscal year.
When it comes to handling risk, there are typically several courses of action. First, you can accept the risk—this means accepting that the risk can occur and that you can live with the consequences. Second, you can also mitigate or reduce the risk to an acceptable level. Finally, you can transfer the risk; for example, you might get insurance to cover potential loss.
Take Action
Step 4.1: Review and complete Form C1.2, question number four, begun in Phase III, Step 1. Beginning with the areas of highest concern, determine the Maximum Tolerable Downtime (MTD) and Recovery Time Objective (RTO). This may be reflected in terms of hours, days, weeks, or any combination of these. Then, based on the level of concern, MTD, and RTO identify the order in which each critical area needs to be recovered after a disaster.
Step 4.2: Based on the order in which critical ministries, processes, and assets need to be recovered after a disaster, determine options for mitigation strategies and plans. Keep “high” probability threats and hazards (identified in Phase III, Step 2) in view as you identify mitigation alternatives. Use Form C4.2 on the next page or in the Phase III Resource Index at the end of this document to complete this step.
Form C4.2
Mitigation Strategies and Plans
Based on the order in which critical ministries, processes, and assets need to be recovered after a disaster, determine options for mitigation strategies and plans. Keep “high” probability threats and hazards (identified in Phase III, Step 2) in view as you identify mitigation alternatives. 

What are the mitigation, options, and strategies for critical areas based on order of recovery?
Critical Area
Concern
MTD*
RTO*
Order of Recovery*
Mitigation Issues:
Mitigation Options:
Mitigation Strategy:
Note: Reproduce this page and complete for each remaining critical area.
Critical Area
Concern
MTD*
RTO*
Order of Recovery*
Mitigation Issues:
Mitigation Options:
Mitigation Strategy:
Phase III Resource Index

The following forms are presented in this resource index:

Form C1.1 - Ministries, Processes, and Assets Critical to Church Survival

Form C1.2 - Impact of Unavailable Critical Areas

Form C2.2 - Threat and Hazard Analysis Worksheet

Form C4.2 - Mitigation Strategies and Plans

Form C1.1 – Ministries, Processes, and Assets Critical to Church Survival
Ask all ministry leaders to participate in a roundtable discussion to identify their areas of concern (e.g., information systems, data, facilities, equipment, and staff). Once areas of concern have been identified, prioritize each concern to reflect how critical it is to the survival and recovery of the church using a scale of 1 to 3 
(where 3 = high, 2 = medium, and 1 = low).
Priority

Ministry, Process, or Asset
Form C1.2 – Impact of Unavailable Critical Areas
Based on areas critical to church survival and recovery (identified and prioritized in Step 1.1 of this phase), determine how your church will be impacted if any of these areas are made unavailable by a disaster.
1. For each critical area, identify how your church would be affected if that area is made unavailable by a disaster, for any period of time.
Critical Area
Affect on Church if Unavailable
2. How quickly must each area critical to church survival and recovery be recovered before significant or unacceptable losses occur?

Critical Area
How Quickly Must Area Be Recovered
3. What are the interdependencies among different critical areas?

Critical Areas (2 or more)
Interdependencies
4. Prioritize critical areas (e.g., information systems, data, facilities, equipment, and staff) that need to be recovered after a potential disaster using a scale of 1 to 3 (where 3 = high concern, 2 = medium concern, and 1 = low concern). *NOTE: MTD, RTO, and Order of Recovery are used in Phase III, Step 3.
Critical Area
Concern
MTD*
RTO*
Order of Recovery*
Form C2.2 – Threat and Hazard Analysis Worksheet
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To download this Microsoft Excel template, visit www.hopebeginshere.org and click on “Church Preparedness” and then “Templates & Resources” and look for file entitled, “Threat and Hazard Analysis Worksheet”

Form C4.2 – Mitigation Strategies and Plans
Based on the order in which critical ministries, processes, and assets need to be recovered after a disaster, determine options for mitigation strategies and plans. Keep “high” probability threats and hazards (identified in Phase III, Step 2) in view as you identify mitigation alternatives. 

What are the mitigation, options, and strategies for critical areas based on order of recovery?

Critical Area
Concern
MTD*
RTO*
Order of Recovery*
Mitigation Issues:
Mitigation Options:
Mitigation Strategy:
Note: Reproduce this page and complete for each remaining critical area.
Critical Area
Concern
MTD*
RTO*
Order of Recovery*
Mitigation Issues:
Mitigation Options:
Mitigation Strategy:
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				Threat and Hazard Analysis Worksheet

				Date of Analysis: [date               here]

				Threats and Hazards		Possibility		Property Impact		Staff Impact		Parishioner Impact		Outreach Impact		Economic Impact		TOTAL POSSIBLE IMPACT		Planning Priority

				Fire

				Flood

				Tornado

				Severe Winter Weather

				Bomb Threat

				Shooting

				Civil Unrest

				Onsite Hazardous Materials

				Off-site Hazardous Materials

				Using a scale of 1 to 3, estimate the “Possibility” of each listed threat and hazard where 1 = unlikely or low possibility; 2 = maybe or average possibility; and 3 = likely or high possibility.

				In the columns labeled, “Property Impact,” “Staff Impact,” “Parishioner Impact,” “Outreach Impact,” and “Economic Impact” use a 1 to 3 scale to estimate the possible impact of each hazard on the property, staff, parishioner, community, and church. Use a worse case scenario to estimate the probable impact:

				1 = low impact - few hours lost productivity, nick and scratch injuries, minimal or no impact on outreach ministries, little inconvenience to parishioners, and slight property damage.

				2 = moderate impact - loss of wage, loss of short-term productivity, brief interruption or delay to outreach ministries, serious bodily injury, greater concern and hardship for parishioners, and moderate property damage.

				3 = high impact - loss of employment, loss of life, loss of outreach ministries, destruction of property and church, and loss of part or all of congregation.
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